Chapter 14

Local Area Network Security
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[**] [1:0:0] DOS Teardrop attack [**]

[Priority: 0]

01/26-11:37:10.667833 192.168.1.20:1631 -> 192.168.

UDP TTL:128 TOS:0x0 ID:60940 IpLen:20 DgmLen:69
Len: 41
[**] [1:0:0] DOS Teardrop attack [**]

[Priority: 0]

01/26-11:37:10.668460 192.168.1.20:1631 -> 192.168.

UDP TTL:128 TOS:0x0 ID:60940 IpLen:20 DgmLen:69
Len: 41
[**] [1:0:0] DOS Teardrop attack [**]

[Priority: 0]

01/26-11:37:11.667926 192.168.1.20:1631 -> 192.168.

UDP TTL:128 TO0S:0x0 ID:60941 IpLen:20 DgmLen:69
Len: 41
[**] [1:0:0] DOS Teardrop attack [**]

[Priority: 0]

01/26-11:37:11.669424 192.168.1.20:1631 -> 192.168.

UDP TTL:128 TO0S:0x0 ID:60941 IpLen:20 DgmLen:69
Len: 41
[**] [1:0:0] DOS Teardrop attack [**]

[Priority: 0]

01/26-11:37:12.669316 192.168.1.20:1631 -> 192.168.

UDP TTL:128 TO0S:0x0 ID:60942 IpLen:20 DgmLen:69
Len: 41
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# (C) Copyright 2001, Martin Roesch, Brian Caswell, et al. All rights reserved.
# $Id: dos.rules,v 1.30.2.1 2004/01/20 21:31:38 jh8 Exp $

alert ip SEXTERNAL_NET any -> SHOME_NET any (msg:"DOS Jolt attack'"; fragbits: M;

dsize:408; reference:cve,CAN-1999-0345; classtype:attempted-dos; sid:268; rev:2;)

alert udp S$EXTERNAL_NET any -> SHOME_NET any (msg:"DOS Teardrop attack"; id:242;

fragbits:M; reference:cve,CAN-1999-0015; reference:url,www.cert.org/advisories/CA-1997-
28.html; reference:bugtraq,l124; classtype:attempted-dos; sid:270; rev:2;) alert udp any 19 <>
any 7 (msg:"DOS UDP echo+chargen bomb"; reference:cve,CAN-1999-0635;
reference:cve,CVE-1999-0103; classtype:attempted-dos; sid:271; rev:3;)

alert ip SEXTERNAL_NET any -> $HOME_NET any (msg:"DOS IGMP dos attack";

content:"102 001"; depth: 2; ip_proto: 2; fragbits: M+; reference:cve,CVE-1999-0918;
classtype:attempted-dos; sid:272; rev:2;)

alert ip S$SEXTERNAL_NET any -> SHOME_NET any (msg:"DOS IGMP dos attack";

content:" 100 00I"; depth:2; ip_proto:2; fragbits:M+; reference:cve,CVE-1999-0918;
classtype:attempted-dos; sid:273; rev:2;)

alert icmp SEXTERNAL_NET any -> S$HOME_NET any (msg:"DOS ath"; content:"+++ath";

nocase; itype: 8; reference:cve,CAN-1999-1228; reference:arachnids,264; classtype:attempted-

dos; sid:274; rev:2;)
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[**] [1:469:1] ICMP PING NMAP [**]

[Classification: Attempted Information Leak] [Priority: 2]
01/24-19:28:24.774381 192.168.1.20 -> 192.168.1.22

ICMP TTL:44 TOS:0x0 ID:29746 IpLen:20 DgmLen:28

Type:8 Code:0 ID:35844 Seq:45940 ECHO

[Xref => http://www.whitehats.com/info/IDS162]

[**] [1:469:1] ICMP PING NMAP [**]

[Classification: Attempted Information Leak] [Priority: 2]
01/24-19:28:24.775879 192.168.1.20 -> 192.168.1.22

ICMP TTL:44 TOS:0x0 ID:29746 IpLen:20 DgmLen:28

Type:8 Code:0 ID:35844 Seq:45940 ECHO

[Xref => http://www.whitehats.com/info/IDS162]

[**] [1:620:6] SCAN Proxy Port 8080 attempt [**]
[Classification: Attempted Information Leak] [Priority: 2]
01/24-19:28:42.023770 192.168.1.20:51530 -> 192.168.1.22:8080
TCP TTL:50 TOS:0x0 ID:53819 IpLen:20 DgmLen:40

*xkkkkG*k Gog: 0x94D68C2 Ack: 0x0 Win: 0xC00 TcpLen: 20

[**] [1:620:6] SCAN Proxy Port 8080 attempt [**]
[Classification: Attempted Information Leak] [Priority: 2]
01/24-19:28:42.083817 192.168.1.20:51530 -> 192.168.1.22:8080
TCP TTL:50 TOS:0x0 ID:53819 IpLen:20 DgmLen:40

*xxk*kkGk Seq: 0x94D68C2 Ack: 0x0 Win: 0xCO0Q TcpLen: 20

[**] [1:615:5] SCAN SOCKS Proxy attempt [**]

[Classification: Attempted Information Leak] [Priority: 2]
01/24-19:28:43.414083 192.168.1.20:51530 -> 192.168.1.22:1080
TCP TTL:59 TOS:0x0 ID:62752 IpLen:20 DgmLen:40

*xkkkkG*k Soqg: 0x94D68C2 Ack: 0x0 Win: 0x1000 TcpLen: 20

[Xref => http://help.undernet.org/proxyscan/]
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# (C) Copyright 2001,2002, Martin Roesch, Brian Caswell, et al.
# All rights reserved.
# $Id: scan.rules,v 1.21.2.1 2004/01/20 21:31:38 jh8 Exp $

# These signatures are representitive of network scanners. These include

# port scanning, ip mapping, and various application scanners. #

# NOTE: This does NOT include web scanners such as whisker. Those are

# in web* #

alert tcp SEXTERNAL_NET 10101 -> SHOME_NET any (msg:"SCAN myscan'; stateless; ttl:

>220; ack: 0; flags: S;reference:arachnids,439; classtype:attempted-recon; sid:613; rev:2;)
alert tcp SEXTERNAL_NET any -> SHOME _NET 113 (msg:'"SCAN ident version request';
flow:to_server,established; content: "VERSIONIOA|"; depth: 16;reference:arachnids,303;
classtype:attempted-recon; sid:616; rev:3;)

alert tcp SEXTERNAL NET any -> SHOME NET 80 (msg:"SCAN cybercop os probe';

stateless; flags: SF12; dsize: 0; reference:arachnids,146; classtype:attempted-recon; sid:619;
rev:2;)

alert tcp SEXTERNAL_NET any -> SHOME_NET 3128 (msg:"SCAN Squid Proxy attempt"';

stateless; flags:S,12; classtype:attempted-recon; sid:618; rev:5;)

alert tcp SEXTERNAL_NET any -> SHOME NET 1080 (msg:"SCAN SOCKS Proxy attempt";

stateless; flags: S,12; reference:url,help.undernet.org/proxyscan/; classtype:attempted-recon;
sid:615; rev:5;)

alert tcp SEXTERNAL_NET any -> $HOME_NET 8080 (msg:"SCAN Proxy Port 8080

attempt"; stateless; flags:S,12; classtype:attempted-recon; sid:620; rev:6;)

alert tcp SEXTERNAL_NET any -> SHOME_NET any (msg:'"SCAN FIN'; stateless; flags:F,12;
reference:arachnids,27; classtype:attempted-recon; sid:621; rev:3;)

alert tcp SEXTERNAL_NET any -> SHOME_NET any (msg:'SCAN ipEye SYN scan'; flags:S:

stateless; seq:1958810375; reference:arachnids,236; classtype:attempted-recon; sid:622; rev:3;)
alert tcp SEXTERNAL_NET any -> $HOME_NET any {(msg:"SCAN NULL"; stateless; flags:0;

seq:0; ack:0; reference:arachnids,4; classtype:attempted-recon; sid:623; rev:2;)
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+=

(C) Copyright 2001,2002, Martin Roesch, Brian Caswell, et al.

# All rights reserved.

# $Id: icmp.rules,v 1.19 2003/10/20 15:03:09 chrisgreen Exp $

B oo ____

# ICMP RULES

B oo ____

#

# Description:

# These rules are potentially bad ICMP traffic. They include most of the
# ICMP scanning tools and other "BAD" ICMP traffic (Such as redirect host)
#

# Other ICMP rules are included in icmp-info.rules

alert icmp S$SEXTERNAL_NET any -> $HOME_NET any (msg:"ICMP ISS Pinger';
content:"1495353504e4752511";itype:8;depth:32; reference:arachnids,158; classtype:attempted-
recon; sid:465; rev:1l;)

alert icmp $EXTERNAL_NET any -> $HOME_NET any (msg:"ICMP L3retriever Ping";

content: "ABCDEFGHIJKLMNOPQRSTUVWABCDEFGHI'"; itype: 8; icode: 0; depth: 32;
reference:arachnids,311; classtype:attempted-recon; sid:466; rev:1;)

alert icmp $SEXTERNAL_NET any -> $HOME_NET any (msg:"ICMP Nemesis vl.1l Echo';

dsize: 20; itype: 8; icmp_id: 0; icmp_seq: 0; content:
*10000000000000000000000000000000000000000Q1 " ; reference:arachnids, 449;
classtype:attempted-recon; sid:467; rev:1;)

alert icmp $EXTERNAL_NET any -> $SHOME_NET any (msg:"ICMP PING NMAP'; dsize: 0;

itype: 8; reference:arachnids,162; classtype:attempted-recon; sid:469; rev:1l;)

alert icmp $EXTERNAL_NET any -> $HOME_NET any (msg:"ICMP icmpenum v1.1.1"; id:

666; dsize: 0; itype: 8; icmp_id: 666; icmp_seq: 0; reference:arachnids,450; classtype:attempted-
recon; sid:471; rev:1;) alert icmp S$SEXTERNAL_NET any -> $HOME_NET any (msg:'ICMP

redirect host";itype:5;icode:1; reference:arachnids, 135; reference:cve,CVE-1999-0265;
classtype:bad-unknown; sid:472; rev:l;)

alert icmp $EXTERNAL_NET any -> SHOME_NET any (msg:"ICMP redirect

net";itype:5;icode:0; reference:arachnids,199; reference:cve,CVE-1999-0265; classtype:bad-
unknown; sid:473; rev:1l;)

alert icmp $EXTERNAL_NET any -> SHOME_NET any (msg:"ICMP superscan echo";
content:"100000000000000001"; itype: 8; dsize:8; classtype:attempted-recon; sid:474; rev:1l;)
alert icmp $SEXTERNAL_NET any -> $HOME_NET any (msg:"ICMP traceroute ipopts";

ipopts: rr; itype: 0; reference:arachnids,238; classtype
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ip nat pool net-sf 200.100.70.50 200.100.70.60 netmask 255.255.255.0
ip nat inside source list 1 pool net-sf

!

interface EthernetO

ip address 192.168.1.1 255.255.255.0

ip nat inside

!

interface Ethernetl

ip address 200.100.70.20 255.255.255.0

ip nat outside

access-1ist 1 deny 192.168.1.0 0.0.0.255
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interface seriall
1p address 210.100.70.2
1p access-group 101 1in

access-1list 101 permit tcp any any established
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